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ICMP redirects help Host update its routing and optimize the forwarding path 

dynamically, thus improving the network performance.
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The host will perform two checks over the received ICMP redirects.
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Stateless protocols (e.g., UDP) cannot remember the data that has been sent earlier.

Attackers can craft ICMP redirects embedded with stateless protocol data to evade the checks 

(including the existence of the corresponding UDP socket).
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Step 1: Network Probing

• Creating routing cache via spoofed Ping

• Probing active UDP ports

Step 2: Routing Poisoning

• Sending crafted ICMP redirects

Step 3: Traffic Hijacking

• Redirecting network traffic

Then the attack can be conducted under various 

scenarios to compromise the network. 

e.g., hijack DNS queries from the victim or steal 

personal privacy from HTTP traffic.
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 NPU processor in AP routers has design defects, which makes AP routers not able to effectively identify and 

filter ICMP redirect messages forged by the attacker. (Qualcomm: CVE-2022-25667)

 Our evaluations against 55 mainstream wireless routers confirm the vulnerability. None of them can 

block the crafted ICMP redirect messages with the spoofed source IP address of the wireless router itself. 

Empirical Study

28Statistics of the 55 vulnerable wireless routers. 
Vulnerable Wireless Routers Allowing Crafted ICMP Redirect To Pass Through 



We perform the attack in 122 real-world Wi-Fi networks, including various real-world public Wi-Fi 

networks secured by WPA2 or WPA3.

Attack success rate is higher than 89%, i.e., totally 109 of the 122 Wi-Fi networks. Failure cases are 

mainly due to specific network policies such as AP Isolation.

Empirical Study

28Attacks evaluation based on 122 real-world Wi-Fi networks
Experimental Results of Traffic Hijacking in 30 Wi-Fi Networks. 
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 The ICMP redirect mechanism is enabled by default in a wide range of OSes, e.g., Linux 

2.6.39 and beyond, FreeBSD 6.0 and beyond, Mac OS 10.0.4∼10.10.5, iOS 1∼8, and 

Android kernel version before 10.0 (more than 40%).

Affected Android Devices in Our Tests.
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 Enhancing Clients to Check Cross-Layer Interactions
• detect inconsistency between the source IP address and the source MAC address of ICMP redirects

 Enhancing APs to Throttle Crafted ICMP Redirects
• identify crafted ICMP redirects whose source IP address is specified as the AP’s IP address during the 

message forwarding.

Countermeasures
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⚫ We uncover a vulnerability of the NPUs in AP routers that can be exploited by a malicious 

supplicant to spoof the legitimate AP to forge ICMP error messages in Wi-Fi networks.

⚫ We develop a new technique to evade the legitimacy checks on the ICMP redirect messages. 

And we demonstrate that ICMP redirects can be exploited to evade security features (even 

WPA3) of Wi-Fi networks to perform a MITM attack.

⚫ We evaluate the attack against popular routers and real Wi-Fi networks. And we 

propose two countermeasures via enhancing the Clients or the APs.

Conclusion
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Thank you!
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