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TABLE IIL EXPERIMENTAL RESULTS OF TCP ATTACKS IN 30 WI-FI NETWORKS.
TABLE I. PARTIAL TESTED ROUTERS FROM 30 VENDORS
— No. Network SSID Router Wi-Fi WPA23 Attack Time  Success

No. | Router Model Vendor 0s Generation Rort Validadion Tracking Timeout | Vulnerable Mese Vendor e 3 ersona’ Reonlt St () Rate
Preservation [ oed Disabled  (second) 1 Enterprise mode Campus 1 Huawei Wi-Fi 6 WPA2-Enterprise SSH DoS 1543 18720
T | TL-XDR6020 TP-Link Linux-based WiFi 6 v v v T v 2 Enterprise mode Campus 2 TP-Link Wi-Fi 4 WPA2-Enterprise FTP Hijacking 1032 18120
2 | TL-WDR7620 TP-Link Vxworks-based v x v 1 L] 3 Enterprise mode Campus 3 H3C Wi-Fi 6 WPA2-Enterprise HTTP Injection 48.87 15120
i x;io“ﬁmz v ::x: Eﬂm‘;‘m) : ‘; : :g : 1 Enterprise mode Enterprise 1 TP-Link WiFi 6 WPA2-Enterprise SSH DoS 1156 16/20
5 | V6G 360 36008 Linux-based) v v v 1 v 5 Enterprise mode Enterprise 2 TP-Link Wi-Fi 5 WPA2-Enterprise FTP Hijacking 1143 18120
6 | Magic R365 [ mC Comware(Linux-based) v v v 10 v 6 Enterprise mode Enterprise 3 Netcore Wi-Fi 6 WPA2-Enterprise HTTP Injection 87.20 15120
; ] :’i;’: — [ m:';:buc Ao?(mt‘:;ed) : : j 110 : 7 Enterprise mode  Offce buiking 1 TP-Link WiFi s WPA2-Enterprise SSH Dos 956 18720
532 Pro Ruifie RGOS (Linux-based) v v 7 T 7 8 Enterprise mode  Office building 2 iKuai WPA2-Enterprise FTP Hijacking 2146 17120
10| Redmi RASL [ Xiaomi MiWiFi(Linux-based) v v v 1 v 9 Enterprise mode  Office building 3~ Mercury WPA2-Enterprise HTTP Injection 3114 15120
11| MW300R Mercury Vxworks-based v x v 1 x 10 Enterprise mode Hotel 1 Netcore WPA2-Enterprise SSH DoS 15.75 18120
e L i “g:l’;:ry m‘;‘;‘(‘,‘_l::f"m) : ‘: : a8 N 1 Enterprise mode Hotel 2 D-Link WPA2-Enterprise FTP Hijacking 9.45 19720
13 | RTAXSIX ASUS “AsusWrt(Linux-based) v x v 10 X 12 Enterprise mode Hotel 2 iKuai WPA2-Enterprise HTTP Injection 7132 16120
15 | E9450 | Linksys Linux-based v v v 0 v 13 Home mode Restaurant | TP-Link WPA2-Personal SSH DoS 895 17120
16| QUANTUM D2G Wavlink Linux-based v v V. 10 4 14 Home mode Restaurant 2 Comfast 5 'WPA2-Personal FTP Hijacking 21.56 18120
:; . Eifg;fvr [ %‘ﬁ:ﬁ' Om‘ﬁm';;"m) : : : '10 : 15 Home mode 3 Skyworth iFi 6 WPA2-Personal HTTP Injection 6235 13/20
19| AX3000 [ zE ZXRI0ROS(Linux-based) v X v 10 X 16 Home mode Coffee shop 1 Mercury Wi-Fi 4 WPA2-Personal SSH DoS 898 17120
20 M8t P-COM Linux-based v v v 1 v 17 Home mode Coffee shop 2 TP-Link WiFi WPA2-Personal FTP Hijacking 929 18/20
21| SK-WR6640X | Skyworth Limux-based v ¥ ¥ 10 o 18 Home mode Coffee shop 3 Wavlink Wi-Fi 5 'WPA2-Personal HTTP Injection 4522 13120

“22 | VES200G" Volans Linux-based B v v v 1 v -~ =
25 NBRIOWGPE | Netcore NOS(Linux-based) - 7 7 7 1 7 19 Home mode Shopping mall 1 Tenda Wi-Fi 6 ‘WPA3-Personal SSH DoS 2423 18720
24 | Wimaster” Wimaster Tinux-based - v v v 10 v 20 Home mode Shopping mall 2 TP-Link Wi-Fi 4 WPA2-Personal FTP Hijacking 1144 19120
25 | IK-Enterprise” | iKuai iKuaiOS (Linux-based) = v v v 10 v 21 Home mode Shopping mall 3 Huawei Wi-Fi 6 WPA3-Personal HTTP Injection 7844 15120
26 | dndant On A722 D e e 4 2 4 0 L 2 Home mode Bookstore 1 360 WicFi 5 WPA2-Personal SSH Dos 1945 18720
38 | AXIS00 aCiond L fots hased Wi 6 v 7 v 0 v 23 Home mode Bookstore 2 Xiaomi Wi-Fi 6 WPA3-Personal FTP Hijacking 1061 1820
29| Cisco Meraki 64 | Cisco Meraki Linux-based = v x x = x 24 Home mode Bookstore 3 H3C Wi-Fi WPA3-Personal HTTP Injection 5612 14120
30 [eceropro Aniain Linuchased Cd C4 4 10 4 25 Home mode Experience store | Xiaomi Wi-Fi WPA3-Personal SSH DoS 16.97 17720
5 I oottt ChomcOSimoeed  Mef? 4 4 Y L Y 2% Home mode  Experiencestore2  Huawei WiFi 6 WPA3-Personal FIP Hijacking 2398 18720
33 [ pfeme 270° | pfSemse FrecBSD-based 2 x X v % x 2 Home mode Experience store 3 Xiaomi Wi-Fi § WPA2-Personal HTTP Injection 5214 16120
/means that the router is satisfied with the condition, and Xmeans that the router is dissatisfied with the condition. Z L B s Biife WEETS JEL ZResonsl SSHIDGS ) L2
/means that the router is vulnerable to our attack, and X¥means that the router is immune to our attack. 2 Home mode Cinema 2 Mercury Wi-Fi 6 'WPA3-Personal FTP Hijacking 1131 1820
# means that the model is an enternrise ronter which does not snnnart Wi-Fi by itself and needs to work tasether with wireless access noints 30 Home mode Cinema 2 Huawei Wi-Fi 6 ‘WPA3-Personal HTTP Injection 54.26 16/20
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There are currently no references associated with this CVE

There are currently no QIDs associated with this CVE

There are no known software configurations (CPEs) currently associated with this CVE

No vendor comments have been submitted for this CVE
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