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Abstract: The transport layer is a key component in network protocol stack, which is responsible for providing end-to-end services for
applications between different end hosts on the Internet. Existing transport layer protocols such as TCP provide users with some basic
protections, e.g., error controls and acknowledgements, which ensures the consistency of user datagram to a certain extent. However,
these basic protections are not adequate to defend various attacks on the Internet. For example, the sequence number of TCP segments is
easy to be guessed and inferred, and the calculation of the datagram’s checksum depends on the vulnerable one's complement sum. As a
result, the existing transport layer security mechanisms cannot guarantee the integrity and security of the datagram transferred on the
Internet, which allows a remote attacker to craft a fake datagram and inject it into the target network stream, thus poisoning the target
network stream. The attack against the transport layer occurs at the basic layers of the network protocol stack, which can bypass the
security mechanisms enforced at the upper application layer (e.g., user name and password) and thus cause serious damages to the
network infrastructure. In this paper, after investigating various prior attacks over network protocols and the related security
vulnerabilities, we propose a security mechanism LightCTL based on the lightweight chain verification, which can be deployed at the
transport layer to guarantee the integrity of the datagram transferred on the Internet. Based on the hash verification, LightCTL enables
both peers of a TCP connection to create a verifiable consensus on transport layer datagrams, so as to prevent attackers from stealing and
forging sensitive information. As a result, LightCTL can successfully foil various attacks against network protocol stack, including TCP
connection reset attacks based on sequence number inferring, TCP hijacking attacks, SYN flooding attacks, Man-in-The-Middle attacks,
replay attacks. Besides, LightCTL does not need to modify the protocol stack of intermediate network devices such as routers. It only
needs to modify the checksum and the related parts of the end hosts’ protocol stack. Therefore, LightCTL is easy to be deployed in the real
world and significantly improves the security of networks.

Key words: Computer Networks; Transport Layer; Chain Verification; Malicious Packets Injection
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®Alice &i% ACK 30, #CHIRH M7 BHE AN checksum ACK=hash (ISN, ACK, checksum SYN) .

(DBob BEATIGUE, P AMAE(#E K checksum SYN IR ACK i 5 BEAT W H 5, HEER%T
checksum ACK, W#EWHC, I8 H7# checksum ACK.

®@F Ik, TCP ERE .

Ok %5 %5 4 Bob % F' i Alice #1254, Bob KIER I segi, ICHIEIEFIF- B {H checksumi=hash(ISN,
segi, checksumi.1), HH' checksumi.1 7~ i 55 % it 47 i (19 K 25 2% 7 i (4 b — /N ST RS 36 .

% Fufi Alice BEATIRE, FFH WS A BIES AR HAT 1) checksumi. A2 B A9 SCEAE 5 segi AT
S, RIS RET checksumi, MR SCGME G, BRI, FB EH 7% checksum; A M. EE
HFE@-0, EF Bob fl Alice 2 [A] f#13E 15 it AL 45 . Alice iR ¢ TCP %42, Bob Hiik/G, #HH.

FEEEMA, EHZEREERSW TN, Bob %4 Alice KIEEIE M FER, Alice W AEH 445 Bob K%k
i, Xt Alice 2 Bob 77 [ RS0, #NIER %S RIS R AME, XML T RIET & Alice, %
E 75 /& Bob.

H35 10 BT LightCTL ) TCP R SCA 96 A0 AE Ak
o BENEIE TCP i seg
W —A 16 TR AE

¥ithtk:  key = ISN

if seg is the first seg:
seed = seg.length()

else:
seed = getlastchecksum()

seed = odder (seed)

seg.checksum = 0

if seg contains an odd number of octets:
seg = padding (seg)

end if

10:  hash =5381

11: foreach 16-bit word term; in seg:

12: hash = hash*seed*key+ termi

13: end foreach

14: write (seg.checksum, hash)

15: store (seg.checksum)

Hik 1 4 T AT LightCTL A5k TCP RS IR M FE. FVE A2 20T 7 Z SaE s F5 AL 56 0
fF)—A> TCP R seg, seg FAET T 12 FH M E . BHIEMHH 2 16 AL F MR A, 1B SRR O seg
1) checksum {f, AT ENR TP . FRIEA BOZIR L checksum {H 2 /T, ZFBAVIGHIIEAMEN 0.

FATHE 13 Fl WO RG A SR HEAT T SEBRIUTE, WP RILZ B DIB WA SLVEAE AR ORI A I 3% 5
T, HPURbEE R AT R S T AR T I RE, IR ERATR A T DIB HIAEA LightCTL [0 75 5%

D A A T Sles
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CHE A5 BR B B B AN PR A RV I 311 /5D L %, AT RORIBI a6 L. JRATRE TCP VI
H'5 ISN AE NI % key, R)G, LG E—IWRCRRIEFE N A T T seed, VER, R ZAHTIRIC
T A B — AR, AT TR SR FEARE D9 E A 7. ARYE DIB WS A5 A I ER, AT e Ay
T T AT AR AL BE, R PR L ROE AL NSRRI A T A, AR SO checksum Bt
N 0.

P A RN B 2 B AR SO BE ORI AN T SRAE. A0 SR AR SCH R AN AT A TN, AR R OCHEAT
HF, EM AR RIHA L AT 0. 85, FA1Y R T DIB W& 5%, £ 0 seg T —A 16 25 term ,
LR A AT seed M B key AT hash 22 R AEISACMIE, JE5 termi AHIN, FeZTH 55 2 1T R SIS
YA, (RAFFE hash RSP, BFHEHANFHC checksum FE Y, RN AMRLE, HELHET 4
] SCH e A R IR A

ROCE A PLS , Hellom R 5% 2 bR SCEEATIRAE. A SR v S H A 2 B AR SO A R IR A S Rk ST
HEHT BRI AN <7 BEULIE S 50 W STy S fh 38 135 0 i R IR TSR By, O LB Bl Qe el izl
3, FFAMAFEIRCOR A BRI T — RO, B, EFZROC, R AOE N A, EE A
IR UE R ST, KRR ACK 45 Halic. ACK IR SCHIRIG ANTH5E, [RISE 1.

H% 20 BT LightCTL B TCP R SCKI6 FIERAIE
A YR TCP R seg
i RAAEPCZR
sk, key = ISN
- if seg is the first seg:
seed = seg.length()
else:

1

2

3

4- seed = getlastchecksum()
5. seed = odder (seed)
6.

7

8

9

checksum=seg.checksum
seg.checksum = 0
if seg contains an odd number of octets:
: seg = padding (seg)
10: endif
11:  hash= 5381
12: foreach 16-bit word term; in seg:
13: hash = hash*seed*key + termi
14: end foreach
15: if hash == checksum:

16: accept (seg)

17: store (checksum)
18: else:

19: drop (seg)

R UL, FESEPRI R IAET (2% R A AL W7 W S5 e, TCP 4% BRSO BE K2k 3 F R # 1
b, Bl RCER. EEMRCCHIE, MICBEELF. XX 3 AR RSO, BT TCP B E R T
FEARRAFRF A, LightCTL REVSAR U ) 58 e SR SR DI RE. B 56, A0SR — Mg oL, HIRSCR RN, TCP #rill
(Y I S A ML 2 b A A ik . ERT AR B R IOIRSC. FrBL, BAHESCHL LightCTL W, A 7 8 47 2 2k (4 5C
BIkJG, RJEAE TCP HIHNCGAT b BRI T S e R IR AN BN AT B 58 AR 00, 0 A EiA% SR I R 4
SCENE, M4 TCP Pl e ks 41 5 AL R R R, RWASHE] LightCTL LR, £
XEER = AL, W R EE A A T ELFF . LightCTL 2 4£ TCP socket HIFRYCEAF P o8 A7 AL P IS0, SR )G FEAE
FEAT PR SCHORNIE . S5 AT PR S EE 5 FHR CBE AT 52 N RO IR AL, SRR SR AC 4y LR R, X 5 TCP
PR 4% 7 B R AE AR ) A
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24 MRS

LightCTL A LU 2 8038 T2 RN I3 5, 0ad 5 X077 i it 22 P QR 1k 7o il i 204 £ 4] 25 A o Ao Y
(H On-Path Zrifi # Fl Off-Path KUy ), FATHS T3 1% K 82 I 37 557 e B A 8R4 AT 73 B i B

SYN SYN
SYN/ACK SYN/ACK
ACK ACK
checksum; =hash(seed, seg;, checksum;.,) checksum; =hash(seed, seg;, checksum; )
HEENNENNBNBN EHEEEEENENENN
& FIN €& FIN

TCPJIR 45 %% ACK TCPZ = 3ify TCPAR %% %% ACK TCP% 7 iy

Bt Wi &

B 4 On-Path [ 4% 4 o A 7 K 5 Off-Path [ 45 T i 45 71

el 4 fror, JAVHE TCP iR 55 & A% ) i b3 2B 3RATTH LightCTL 22 4= B AL TCP i 55 & 8 % 7 I i
PR SFERIMSS, WIEEAT I . AU HE . BRI 25 5

HSEAE On-Path MIXCdidg S, Tk & A0 T2 7 s Al 55 4 OG5 B 42 b, DRUR TSl 2 T DAA2 A T
AUME B 7 i 5 AR 55 o 2 TR (KD AR 0L, AR M e, Moadv 3 BB 3R 2 7 iR 55 48 A0 % 7 i 2 (8] () TCP 4l
3, SRR E AR E TR S SEAN RS S, BUE SR TR S PSS RN S, (H
T AN FRTE AR S5 4% R i 2 TR R R SO AN R . AN RIE T E MR A B, B DL DR IE
e SCAS BE N 5 e s AR B AR N B e A b, ST

W R BRSO BT, A BB R SRk el 5, R YOn FRAIS AR S, 2k
PUIE T RO R IR A AR SR A A MR A ILES, SBURSCWEF. &), WRMGEBEE

FEVEAR L, A TCP A B I S AL AL, ORAIE T ik i B 2 108 IE 5 R SCA% 38 45 Wicsi . BRI, XFF On-Path
KM, LightCTL REfs R EF K LRI TCP A5 X7 HIH0E 1% .

e 5 s, XF T Off-Path JEM MG #5110 5, ZEARDIR IR 5% # B A 7 3 2 8] /) TCP 45 5 In IR 3. 72
RS, Mok ANEE B 7 g AR 55 4 BB AE B AR b, ek, T B DO 7 i S R 55 A 1AL
L. BT 2 i AR 55 & @ AT ik, AT RAR T RGERSC. B, i T I A e O i Al
P S AR SCRER AT, (R, AR B VENE TCP #R3C, IE2HH 1P 73 Fr BRI TCP 4R 3C,  #0#
e 7. Bk, LightCTL tha] AR EF KR Off-Path 7 ) 9 2% M oy

3 M5ITE

BAAE Linux WAZARA 5.0.1 ESZILT LightCTL, JEM 224 MEFPERER 7 T LightCTL #E47 7 PEAE.
3.1 LightCTLSCIR

3.1.1 Hash &R #% 1%

W A R0 B A T e R AT K P MR WS B IR FE I 3 b, T OB (R . A i A5 bR B 4y
N2 KIS, BN Ay R AR AR BB G A PR AR, B ARG A R (W0 SHA256) MU AKE R4S, JFH
A B A A B 0T 2 s A BR AR A R PR S M, (HE R ERE RS A TE NS RN TEASCIR K
LightCTL #Liile, BT AT EMMAKERE CyZsiE MTU 40 TCP |CK ), HHITEIIAN
AN TS AS RE = AR B R IR 28 B3R, 7] B FRAT 138 5 S o I 9P R ILTE X 4 3 SO AR S d st T AR T8 24 e A R
BA RIFMyaER e, FET L E=AER, ASCRA T ARS8 MG A R BUE N LightCTL %565 iR
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. FEUH R, LightCTL Pl H s % ik Bk A e ME— i, S AW DGR &b ame, &£
2R 05 A IR Ay R AR

BAIF 13 R AR 24 75 K%, B BOB, OAAT, Simple, SBOX, TWMX, Hsich, RSHash,
JSHash, BKDR, DIJBHash, NDJBHash, DEKHash, APHash #t47 72087, TATMMEGEMBTIAGE S 2 N7
MAT, WX 13 MR BOEAT TAFA E. FRATH 10000 ASBENLAE BRI 745 5 BEAT W 75 B4, X745 8 1K
FEAE 700-1400 735 2 18] (TCP R SCHIK LM H AHBIL 1500 45, SR 2047 W 45 T A () R R 8 Fr) Ak 22

g0 | @ BOBHash 0.10 /=@ BOBHash
OAATHash . OAATHash
SimpleHash SimpleHash
70- SBOXHash SBOXHash
8- TWMXHash 0.08 - =#= TWMXHash
=@~ HsiehHash =@~ HsiehHash
60 - =®@= RSHash ~8~ RSHash 1
== JSHash s == JSHash \ ¥ \
== BKDRHash 2 0.06 - == BKDRHash
R 50 DJBHash o DJBHash
'“_i' ~{— NDJBHash B ~{~ NDJBHash
= == DEKHash 8 == DEKHash
=40+ APHash ¥ 0.04- APHash
30 7
0.02
20
0.00
10 T T T y T T T T T T T T T T T T
700 800 900 1000 1100 1200 1300 1400 700 800 900 1000 1100 1200 1300 1400
FREKE(FT) FREBREFT)
N Y P A F 5z e rh 2% KT %2
K6 e ek vk B EE K7 Ay bR R AR T L

BT, AT Je4 BIBEHLAE K E N 700-1400 #5775 8, BFRKES 10000 ME7GH, RIETTF
B, AT — MRS H R, B EFRPATIEABE, RS HRS, KEKRAMRE, A1
DLEER T B Z /. R BATG A TR A R ), DLRR AR REEE FREEE CRIVRE S 7 77 8 A
BB TR ED .

WK 6 Fiow, bS5 R K 700 DEAEKE] 1400 AN, JUFFra W 7 5 500 #E I a) th AR B 10,
H.rb DIB M A5 R EUE KAS D, O 52.7%, T AP M7 AU KIS &£, N 100.9%. XFT 700 | 1100 F1
FEMIAN , K22 S0 75 BR800 U1 S ()R 7E 15~30ms 2 8], o7 DIB Wa A5 oR B (¥ T ST () 35 8 B 5, T OAAT
W A R K T S R ) S 1

7R 2 Hash REULGREITMA

5 75 BRI It} 8] (ms) ilf 48818 2 (%) Pk REAS 2> PURLE S 14520 LRE13)

DJB 16.67 0.0413 1 0.939 0.97
DEK 19.68 0.0388 0.846 1 0.92
BKDR 19.58 0.0413 0.851 0.939 0.90
Hsieh 19.85 0.0413 0.840 0.939 0.89
NDJB 19.69 0.045 0.846 0.861 0.85
Simple 19.50 0.0488 0.855 0.795 0.82
SBOX 19.52 0.0488 0.854 0.795 0.82
BOB 20.42 0.0475 0.816 0.816 0.82
RS 19.68 0.0525 0.847 0.738 0.79
AP 31.21 0.0475 0.534 0.816 0.67
IS 22.98 0.07 0.725 0.554 0.64
TWMX 45.60 0.045 0.366 0.861 0.61
OAAT 62.08 0.0413 0.268 0.939 0.60

R 7, B 7B E M 700 DR 1400 DT, WA R AREIE AL RAE 0%E 0.1%2 A3 5,
ST BEAE 700-1400 F T A #4781, DEK. DJB. BKDR. Hsich. OAAT W7 i 5 1)1 350l 48 ik 22 4
AN, TEBRATK S, 3 IX LGRS BB, 10000 A7 55 85 P ¥4 & A = 31 70 VRl
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TATRIX 13 Fhos 75 R BUHAT T 28R, SRR 2 Fin, B0EH BB EEE 0 b 25t E . wf
FERERIZ I T oW LBl H S 05, RPHIRAE. 458K DIB W54 R A Prat s g Sy S e beiet, FFHH
EITES/N. B IRATRA T DIB EiE4/E A LightCTL [ 7 5Bk,

3.1.2  LinuxZR% I

7t Linux 5.0.1 W%, TCP KEIR LRI, 32 Z A% csum_partial_copy_from_user ()THH A . 7E
ZER A, 2 R csum_partial (), X F 7 IRAS RO EUE BEAT RINFIAL ISR, AR RO IR RN DR AT B B 5 1
o BRI A ARG R A0 R
unsigned int csum_partial copy from user (

const unsigned char *src,

unsigned char *dst,

int len,

int sum,

int *err_ptr

if (copy_from_user (dst, src, len))

/%48 DU 7 72 [R) 04 21 9 A% 25 [ +/
*err_ptr = -EFAULT;

/* bad address */

return (-1);

}
P R R IR A, IR S N F skb->csum
Hx/
return csum_partial(dst, len, sum);

}

FETRIRBIHE 1, FRATK B4 csum_partial OHEATY R, TERON TCP R SCHIBE ARG A RS, AR AR S
PRSI AN, IR FE S TCP #]SCLFBH checksum F Bt H.

static int tep_v4 checksum_init (
struct sk_buff *skb

)

M¥BIE TCP 3Ly B 82 75 IR 6 */
skb->csum= csum_tcpudp nofold (
skb->nh.iph->saddr,
skb->nh.iph->daddr,
skb->len,
IPPROTO TCP,
0

)i
/S UEHE B 2y R 75 IR T/
if (skb->csum)
return __ skb_checksum complete (skb);
/* bad TCP segment*/
return (-1);
i

Xt FHUCEI TCP R, By = BARHE BR L top_v4_checksum_init () SC IR IGAN FE R UHEE, 4 T
HARARE T WP IEN M checksum FB, AHSEMBCZIR T, B EFR. REUREIB T R, SRR
A — 4y, RN TCP MM EMBATYI LR K. A0 H & WA A IEs S, 7 iHH R
_skb_checksum_complete ()58 BXT £ 3B AL LS. 20 WD BGIERSIG A, 7] DASR il SC BRI b BRI AR
RE— B W EIEAET, I T8 PRI B L, 1R T AR . BT R IRAN
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RS 2, WAV E T skb_checksum complete (), {8 1530 BE A MR PR B AT THE H A B 3 s 5 12 56
P77 20, REHR ST a2k Y o B 58 BEME EAT 2 R 00, B T W B N
3.2 REIFE

LightCTL 7] PAER— A [ 22 2B AL, 308 76 240 EVLIRAE RS TCPAP $hidlirh, xdg—A4
TCP &z b IR SCHAT AR, RIEIEAE U7 24t RATH LightCTL 22 4P B e AT IRAE, PRI
ST T BE A B A AT 2 FEAL I W 2 . [RIBS FRATTKS LightCTL 5 HAth A% % J2 e WL AT X L, Wnd (5w
JFJ8 TCP MDS i1, #i2& TLS Wlil4F, LA X HLyPfh LightCTL BRI AR, ARSIk 3 Fios.

SEIGH B Wik 8 FT7R. Web server SN ' Client $2HE7E 281 Web AR %5. SSH server % ' Client #24it
mHE SSH % H: il 55. Web server Al SSH server I EHLAC B ¥ ARM, Ubuntu 20.04 $1F 46, LL K Apache k%5
FREAER SSH R %5 33 A%, Client 1) EHLAL E N ARM, Ubuntu 20.04 #1E R4t. 7£5 TCP MDS5 #3475 Lb
i, 1T TCP MDS5 iEII7E Linux WAZH A RIS, IATENAECE 1 W% 1% DO 72 845 N4 TS
fE5 TLS HLHIREAT XS ELI, FRATXT Apache IR 55 4o BC B 7 ARSGUESS, B - idid HTTPS N 7 17 Web %
.

Web server 1

(Ubuntu 20.04+Apache)
Client
. (Ubuntu 20.04)
SSH server
(Ubuntu 20.04+SSH)

B

B8  LightCTL %4 Pl S48 4 4 B

IR PR B AR, JRATT S UAE On-Path F Off-Path 375t~ , #E47 7 SLIRIEIE, P4l LightCTL (1% 2k
56, RATE Web server R %5 #3F1 Client b8 T FRATH LightCTL ZZApLil, BRI om0 3 HLAC 4 12 Linux
5.0.1 WHZ, PAZH I TCP 3RS IR FIAL S D AT e B . 78 TCP 2 /7 i fl TCP iR 55 4% 2 [l g 57— %% TCP
R, RN, RAVES T —&NHEMN HTTP @15 41%, FEEWEmR 4% TCP AR, —ME
BMEH BRI RSSRME P w2 W RERE RO EREE S R& TRBPIBEEE S, B
B F 0T LABEAT IR 1P Huhb D&, Phzhe o o BUIR 55 2R O % 7 s Uk 0T DA I 1 Al 5% 28 A0 7 7 i 2 )
TCP B MAFAE ;s Boh #5 0] LA I 21 Ak 25 5% R0 25 /' 3 2 1A) TCP 3R SCHI o0 i Bk o ml LUIE I A5 38 S5
T, HEFLH TCP L7515 FI R &5 45,

TEJRZE Linux WAZH, Wi B3 B X s Wi 68 77, 7T CARIF Scapy JE K& hi& TCP B, Xf T Off-Path
Yeiki, ek TR S p BT B, Mok R AR EE M SSH server K% — 2% TCP RST BBl ]¥ SSH
TR, AR EA K FIRE T B 32 T LightCTL BRALHI 0 EHLHEAT 7 30ds, X7 il M S 42 75
Ex, MW IEHB R, FOAIEHEEANN RST R0 EHEF . X TH /BT TCP MDS5 &I 1 TCP
SR, HREEZEHRRAEMRARE N AT B, — BB {5 %A 07 B Bk 588 vl Liphid B TCP
RST R SCBEMTiZ%ER:, T8 7 TLS s HLHl Y TCP &k &, W TLS Wil R RIE 7 _EEBIERIHL
WA, 1 TCP RST SUHEH TAERZE AL, 95A W LB BB oE 2, R e B A Bt

TEH T EIRR SR 25 i, AT IFE T Apache IR%5 1 Web server #F47 Beili, B R K
% — % P& TCP B3 B, BIRIA O W By NBI 2 0, AT B2 25 % 7 i B B 1) Web B0 9 25, 1 SRR A%
FFEAEFBA S T LightCTL BiEALHI 0 FHEAT T Bel, TidE R AR T, R BEE2R,
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BB B AR TCP L2 E 7, SEIGETTE RIS, X2 b R 5 MR BT (R B TLS Jnss
MLt B RE R 1 B0y, T TCP MDS AL A B8 AE 25 BH oK ke i 175 400 T B A HE 7.

TPy ACK #efE il B R Wi, AT FF)E T Apache IR 55 1 Web server #H47 iy, W& Rik% %
thi& TCP ACK B, $RFTAAINECHE, MMM (S EE R RTT M. FATEFEXTHE T LightCTL B AEIALHI 1)
FHFEAT T Yz, ToiefE AR SIS, I B 3 o S W, R T o ik S R 4 PR O i A A D
TLS IS HLHI T Z B, T TCP MDS Bl A5 78 2 47 o ki 10 155 150 BE 4% [ 180

FEEET 1P 43 By iR B G Bty FRAIXIT IS T Apache iR 95 /) Web server #EAT My, X & AN i 240
[T TCP BN NS, FHlS. NS5, RFEd R MERN IP o #uka . wfadash
A& > R o K AR R E A, RIADR O is v BN BIR P om. AR, SRR FEAE T B g T
LightCTL B EHLEI ) EHLEAT T Bz, s BaE 2k, LiR@E %A G, KBS # A RE STk
S AN RSO IR AT, 5 Y4 TCP R S vkIE R LightCTL BIAREE. TLS hinas ALt Ef A Z i, Xt
T TCP MDS5 #lill, — B A 25 1 kiR 0 Je VA AR 2 s

St F On-Path B, Tl & (AL MR GR T Off-Path 8B Mk, Toali 2 R 0% G W B AR 45 38 N5 7 i
Z B TCP &R 3¢, Rifth 4R T 48 Mo B &SR AT e A 5 Off-Path Muili # #5m AE /1 IR, FRATHAEHEAT T 1
BRI, BATEAEM 5T AT TIROCEBE (P RIS #2217 Server Al Client Z [A]HR 3L, — &R A fF
BRRIE) . WOUBEBREFBE (RRISEHFFEPLES Server fl Client Z AR . thsh, AT HE T
LightCTL ¥ Server K% K& SYN #EFiEK, #4T SYN ¥tz B

B AE M i A& R difie h 2 5, AL KM, £ TCP % F| LightCTL fr¥' 25, HT
FTCVEIREL TCP I8 A5 MU e G A % 47, B0 M DLSRAS B U B U b 1 2 1 Hicds B A B A, IR b i o
RIEMIR SR Rk IR RATHIBAHLE], Kpe Lo AP L7, BUGEE RAERINEE T MRESRNE. £ 3
FI2E T ATPIVPAL RER, EFXPAEIMI L By, vTRLE H LightCTL AT DL BR 4 AR BCR . AT T 8
i, EFxbER 3 PRIET 7 M BSER R SGl, LightCTL BE9% BT 0 B 4.

%< 3 LightCTL 2B AR IEA, (“I2” AARAT DI B KB, “/” AARDERHED

LightCTL TCP MD5
M5 Wi A ikga B wHER O OFH  BHE TLS
¥ g i i

1 HF IP 5 R i s g Off-Path & = & = =
2 T HHE SR TS Y Off-Path P & F & 7
3 FE T 48 i ik SC 049 3% B2 BH K Off-Path & = 5 = i
4 i ACK iz s iE Off-Path = & D = &
5 PN G On-Path Fa & FD 2 =
6 WL HE K On-Path = = & =& P
7 WCEEER On-Path = = & B &
8 SYN itz % i Off-Path 4 4 o 4 5

MY FE LT TCP X7 A5 BR AR L B BUd 2 — A NI, e BE NS B M Wiy I IR 55 4% A8 45 % 1
Ui f) TCP 4Rk 3C. (HATRIA TR LightCTL A0S 75 % 1 BCE v 07 3R 5T S AN — N BENL S, B A Mt & EA
M Esy F, KA RE B R $s LightCTL. RUMFE LightCTL v, #RSCEES A THE, AU T %> TCP 1)
FRUARSCEE, BT e A 3 IR 7. T — B A S YA AR MR, R T IR AR SR RE SR B B A% B R B Y
W0, BN Sk AT, Mo e gl Oy G v E BB AR SC, [AAE TCP MDS MLl ey B, M TLS
HU T SR AN S B P SRR, BE RS DRIP4 U7 AN 52 F 1) N Tl (4

XFT 5 6 Al SCE AT, B R R SR A SRS R 4y TCP B, A BT P dicim oy 1E # 1) S0
. AEIXAIEOL T, LightCTL BTt TCP Phill, =M AEd. B2 TCP PristiRa 21 E R A,
DX HERLET, FEERCCEBISE R

TR T MCCER EF W, AR ERIEE, EREENREES, HEEERFRIGH TCP
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RO, EMK DoS W IR, XFHEM R, LightCTL 135RBEMS A HONEE, Ky TCP HLHIA B B & i nd E 1%
MU, R # EFEE T #H A RC, KRmERPCR B R B C . RAEBI G, 2E~ARCGRI0R. X
E—CEE LR T HGEENGREES, HNREEBEERZ ISP KER, EFENEQ, XMBEHTER
T T T A S A 2 TR ) B s L (1 7 A0 7 SR AR .

P FA 8 A SYN bz Meahi, w1 T Byt AR 45 2% 1 U7 vl 15 SR R G2 i U5 1] 7 SR — 4, LightCTL JARE
S X AR I AT A B A, (2 IR R A0 SYN cookie £, B4R REE AT Y BT 411X Fh

TEERNZ, MEZM %P Psec thn] LLSZILRT W& HHR R0 2 &Y. ANET IPsec, AT
$EH [ LightCTL J& —Fi &5 2 19 22 2B ML, = 60T TCPAP Ph il Ak BIAN[E 2 k. AH L% IPsec, LightCTL
R—FREL N AN, T & LR R RIS FIALH T SO, N TR A I SRR b Ah,
LightCTL W] LAE A IPsec (AN 7E, N¥H #BE IPsec (I EHLIL 2 &R,

VBN —Fife i 2 22 4 7B EALE], LightCTL BT I AE RI0UE R, REBSHCM 2 A ;. EH TP
2% (&, LightCTL RH THBEHRMIEAFE, WHHABFE—eKRRE, Wil En T, WEH e
SR RS AT S, HET AR X7 KB A RR . BT i S 8 Ao M T B A AR DIB A A R I RTAT 1
TESCIGH, FRANEE DIB WA FVE R B AR 32 MIBEMLEL, {R%—A On-Path MU i3k T % 1w F R 45
FE )AL, BB I A28 32 0B 1 28 (] SR A Al 25 45, FRATTZE— & W AFE 16GB 1 Apple M1 Pro Hifixi |
HHAT T Dt R, %%, BAIET DIB WA EIVEM 32 AL FENLZE SRS T TCP MG E; AR5,
BATREI I 3 Mot 32 Ar K S 40 23 18]+ A R TCP R SC G 7l , 10 s B0 3 WA H 1 1 5 61 T 75 1)
WFIE). 2 REE I RR, WE MMl 32 MBI TFEL 2.23 /M. B/ 9 A T E AT
i 18] f¥) CDF ( Cumulative Distribution Function, i+ gk #) K.

1.0
0.9
0.8
0.7
0.6
9
Q0.5
O
0.4
0.3
0.2
0.1
0.0

7950 7960 7970 7980 7990 8000 8010 8020 8030 8040 8050 8060
TRARDIBIE 7y 3585 BT i AR () T4 ()

K9 Bif# DIB WA % 32 B HH BT R A Bt A 1K

TN A 2 2% FEAE SE bR R B AN 5 S8, DRI SR H AR B (R RE SR R) 25 /0 BEAE 2,23 N RL B ik
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