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Abstract—As the core of the Internet infrastructure, the
TCP/IP protocol stack undertakes the task of network data
transmission. However, due to the complexity of the protocol
and the uncertainty of cross-layer interaction, there are often
inconsistencies between the implementation of the protocol
stack code and the RFC standard. This inconsistency may
not only lead to differences in protocol functions but also
cause serious security vulnerabilities. At present, with the
continuous expansion of protocol stack functions and the rapid
iteration of RFC documents, it is increasingly important to
detect and fix these inconsistencies. With the rise of large
language models, researchers have begun to explore how to
extract protocol specifications from RFC documents through
these models, including protocol stack modeling, state machine
extraction, text ambiguity analysis, and other related content.
However, existing methods rely on predefined patterns or
rule-based approaches that fail to generalize across different
protocol specifications. Automated and scalable detection of
these inconsistencies remains a significant challenge. In this
study, we propose an automated analysis framework based
on LLM and differential models. By modeling the iterative
relationship of the protocol and based on the iterative update
relationship of the RFC standard, we perform incremental
code function analysis on different versions of kernel code
implementations to automatically perform code detection and
vulnerability analysis. We conduct extensive evaluations to
validate the effectiveness of our framework, demonstrating its
effectiveness in identifying potential vulnerabilities caused by
RFC code inconsistencies. Our experiments reveal 15 incon-
sistencies between code implementations and protocol speci-
fications, including ISN generation, TCP challenge acknowl-
edgments, TCP authentication, and TCP timestamp options
across multiple operating systems. These inconsistencies can
introduce serious vulnerabilities (e.g., traffic amplification and
replay attacks) in the TCP/IP protocol suite. These results
confirm that our approach provides a practical and scalable
solution for a problem previously reliant on manual expertise.

1. Introduction

In the field of network and distributed systems, ad-
herence to RFC (Request for Comments) specifications is

crucial for ensuring the security and robustness of protocol
implementations. The TCP/IP protocol stack, as the core
of Internet infrastructure, undertakes the critical task of
data transmission. However, inconsistencies between these
specifications and their corresponding code can introduce
various vulnerabilities, ranging from functional deviations to
severe security risks such as traffic amplification and replay
attacks. The root causes of these discrepancies are well-
known yet challenging to mitigate. RFC documents are writ-
ten in natural language, inherently prone to ambiguities that
complicate accurate implementation. Furthermore, protocol
implementations often involve large and complex codebases,
making manual verification both labor-intensive and error-
prone. As network protocols rapidly evolve, the continuous
issuance of RFC updates exacerbates the problem, creating a
moving target for human auditors. This landscape creates a
pressing need for automated, scalable tools to systematically
bridge the gap between evolving RFC specifications and
their implementations—a challenge that existing methods
fail to address adequately.

Existing approaches rely on predefined patterns or rules,
making them ineffective at detecting inconsistencies across
diverse protocol specifications. For example, Clang Static
Analyzer [1] primarily focus on detecting syntactic inconsis-
tencies but struggle with identifying functional mismatches.
While symbolic execution [2] tools like KLEE [3] and
fuzzing-based methods like AFL [4] enable deeper analysis
in software systems, but suffer from path explosion and high
computational costs, making them challenging for large-
scale protocol verification. In recent years, document-based
protocol security analysis has emerged as a promising direc-
tion, leveraging NLP and LLMs to extract essential seman-
tics from complex specification documents. Tools such as
SAGE [5], RFCNLP [6], and PROSPER [7] demonstrate the
integration of NLP and formal methods to construct protocol
state machines and detect ambiguities. Moreover, LLM-
guided fuzzing approaches [8], [9] utilize structured rep-
resentations to automate diverse test generation. Document-
based protocol security analysis has shown practical success
in analyzing real-world systems like payment protocols [10]
and the 3GPP ecosystem [11]. However, a critical gap
remains: the end-to-end, automated uncovering of incon-
sistencies directly caused by RFC updates across diverse
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TCP/IP implementations. Although EBugDec [12] studies
RFC-evolutionary bugs, it heavily depends on code annota-
tions and standardized version management. Consequently,
the field still lacks a generalized, automated solution, leaving
consistency verification largely a manual and unscalable
process.

In this paper, we propose a novel, automated frame-
work that fundamentally shifts how consistency between
RFC specifications and protocol stack code is verified. Our
approach synergistically combines large language models
and knowledge graphs with differential checking techniques
to systematically detect and highlight inconsistencies. The
core of our method involves two key phases: first, leveraging
LLMs to extract protocol-relevant entities from both RFCs
and code, modeling a structured correlation between spec-
ifications and implementations; second, modeling protocol
evolution by constructing an update relationship graph to
enable precise, incremental differential analysis.

To evaluate the effectiveness of our proposed framework,
we conducted an extensive empirical study. We applied our
framework to 8 RFCs and their implementations across
7 versions of major operating systems, including Linux,
FreeBSD, OpenBSD, NetBSD and Android. Additionally,
we utilize state-of-the-art LLMs, such as GPT-4o [13] and
DeepSeek-V3 [14], to facilitate automated extraction and
verification. Experimental results show that our approach
achieves 91.1% accuracy and an F1 score of 0.857 based
on GPT-4o, significantly outperforms vanilla LLM-based
detection. As a result, our framework identified 15 incon-
sistencies between the code implementations and protocol
specifications, including ISN generation, TCP challenge
acknowledgment, TCP authentication, and TCP timestamp
options, , which can introduce serious vulnerabilities like
traffic amplification, data injection, and TCP RST spoofing.
Contributions. Our main contributions are as follows:
• We propose a novel framework that integrates knowledge

graphs and differential checking to systematically verify
consistency between RFC specifications and real-world
protocol implementations.

• We implement our framework based on a hybrid analysis
pipeline. The implementation is in Python, with default
support for DeepSeek and compatibility with GPT series
models. We will open source our prototype implementa-
tion to foster further research in network security.

• We conduct extensive evaluations of our framework,
demonstrating its effectiveness by automatically identi-
fying 15 inconsistencies across 8 RFCs and 7 kernel
versions, thereby providing a validated solution for a
problem previously reliant on manual effort.

2. Background

The TCP/IP protocol stack has experienced decades of
development. As security issues and new features emerge,
RFC standard documents are frequently updated, making
compatibility and maintenance between versions a huge
challenge. There are significant differences in code imple-
mented by different vendors and communities, leading to

increased collaboration and interoperability issues. At the
same time, due to developers’ different understandings of
standards and the fact that certain features are not imple-
mented according to the standards (or are not implemented),
inconsistencies between code and protocol standards may
lead to corresponding security issues and functional failures.

2.1. Protocol Security

For example, a well-known example of a TCP RST
attack exploits the lenient handling of RST packets defined
in RFC 793 [15]. According to RFC 793, as long as the
sequence number of a forged RST packet falls within the
TCP sliding window of the receiver, the connection is imme-
diately closed. An attacker can easily disconnect a legitimate
TCP connection by guessing the connection’s four-tuple
(source IP, destination IP, source port, destination port) and
the sliding window range, and then sending a forged RST
packet. Such attacks can lead to service disruptions (e.g.,
termination of HTTP, SSH, or database connections) and
present a denial of service (DoS) risk, particularly affecting
long-lived connections like video streams or remote control
services. RFC 5961 [16] addresses this issue by introducing
stricter sequence number validation and a challenge ACK
mechanism, which enhances the robustness of TCP and
effectively mitigates blind RST attacks. However, if these
mechanisms are not implemented, the system remains vul-
nerable to such attacks.

2.2. Related Work

2.2.1. Code Generation and Consistency Verification.
In recent years, the rapid development of artificial intel-
ligence [17], particularly deep learning [18] and Trans-
former [19]-based architectures, has led to significant break-
throughs in automated code generation. Pre-trained large
language models, initially developed for NLP, have been
adapted for coding tasks. Early models based on BERT [20]
(e.g., CuBert [21]) have paved the way for more ad-
vanced systems like CodeX [22], AlphaCode [23], and
CodeGeeX [24].

Ensuring that generated code conforms to specifications
is equally critical. Current research focuses on three main
verification approaches.

• Test case-based method utilizes standardized languages
such as TTCN-3 [25] to design and automate rigorous
testing.

• Symbolic execution [2] replaces concrete values with
symbolic ones to systematically explore all execution
paths, with enhancements through fuzzing [26] and
machine learning [27] to address challenges like path
explosion.

• Differential analysis [28] compares behaviors across
different implementations or versions, including anal-
yses based on control flow graphs and finite state
machines [6] to identify discrepancies.



2.2.2. Multi-step Reasoning in Large Language Mod-
els. Large language models (e.g., GPT-4 [29], DeepSeek)
leverage Transformer-based pre-training and Self-Attention
mechanisms [19] to learn rich language patterns and reason-
ing abilities. To handle complex tasks like protocol anal-
ysis and code understanding, these models employ multi-
step reasoning strategies. For instance, Chain-of-Thought
(CoT) [30] guides the model through intermediate reasoning
steps—whether via few-shot examples or zero-shot prompts
(e.g., ”let’s think step by step” [31]). Forest-of-Thought
(FoT) [32] builds on the Tree-of-Thought framework [33]
by integrating multiple reasoning trees with dynamic path
selection and self-correction, enhancing both efficiency and
accuracy. Least-to-Most (L2M) [34] decomposes complex
problems into sequential sub-problems, enabling improved
generalization and problem-solving. These techniques col-
lectively underpin the advanced multi-step reasoning capa-
bilities that are central to modern LLMs.

2.2.3. Knowledge Graph-Based Retrieval-Augmented
Generation. Retrieval-Augmented Generation (RAG) en-
hances language model outputs by integrating external
knowledge, retrieving pertinent documents via a vector
database to provide real-time contextual input [35], [36].
This approach not only mitigates hallucination but also im-
proves accuracy, though it faces challenges in multi-step in-
ference and capturing complex semantic relationships [37].
Incorporating Knowledge Graphs (KG) [38]—which struc-
ture information as interconnected entities and relation-
ships—further enriches RAG by transforming unstructured
text into structured semantic data. This integration has
boosted performance in applications such as question-
answering, semantic search, and recommendation systems
[39], [40], marking a promising direction for enhancing the
diversity and precision of generated content.

2.2.4. Contrast with Formal Methods. Our framework
builds upon but fundamentally diverges from traditional
formal verification techniques such as rule-based static anal-
ysis and model checking. The key distinction lies in the
trade-off between automation and formal guarantee. Formal
methods excel in providing mathematical rigor and relia-
bility for well-defined properties once a precise model is
constructed—a process that is often manual, labor-intensive,
and requires deep expertise. However, this strength is also
their primary limitation, making them unable to scale with
the rapid evolution of protocols and vulnerable to missing
inconsistencies in clauses that were not explicitly modeled.
In contrast, our LLM-driven framework prioritizes end-to-
end automation and generalization. Unlike traditional static
analyzers that rely on manually crafted rule sets, it directly
consumes RFC documents and kernel code, enabling se-
mantic reasoning over natural-language specifications — a
capability fundamentally absent in conventional static anal-
ysis.

We acknowledge the trade-offs. Our approach lacks the
logical guarantees of formal verification and inherits uncer-
tainties from LLM behavior. Nonetheless, we view these

paradigms as complementary: our framework provides scal-
able, automated exploration, while formal methods can offer
rigorous validation of the critical components it identifies—a
promising direction for hybrid analysis pipelines.

3. Motivation

The process of ensuring consistency between RFC spec-
ifications and protocol stack code implementations is inher-
ently complex and challenging. This complexity arises from
the ambiguity and non-standard nature of RFC documents,
the intricate and lengthy structure of protocol stack code,
and the semantic gap between specification descriptions and
real-world implementations. Addressing these challenges
requires overcoming several key obstacles, the main chal-
lenges will be discussed in detail below.

Diversity Across Implementations Multiple indepen-
dent implementations of the same protocol are maintained
by different teams or organizations, often with significant
differences in coding style and design choices. Detect-
ing inconsistencies between different implementations while
following a unified RFC increases the complexity of the
detection process.

Scalability in Large-Scale Code and Specifications
The amount of code implemented in the protocol stack
and the length of the RFC documents are very large,
which poses a serious challenge to the scalability of the
detection process. In addition, there are multiple protocol
implementation versions (such as Linux and FreeBSD), and
achieving comprehensive coverage requires a lot of human
effort and computing resources, resulting in high time costs
and computing costs.

Mismatch Between Specification Abstraction and Im-
plementation Details RFC documents often focus on proto-
col specifications at a high level, emphasizing functional be-
havior rather than the concrete implementation details found
in code. This abstraction creates a semantic gap between
RFCs and code, complicating the process of identifying
inconsistencies and ensuring functional equivalence.

While these challenges highlight the complexities of
aligning protocol specifications with real-world implementa-
tions, an effective solution requires addressing fundamental
research questions. Specifically, our approach aims to ad-
dress several critical research questions:

• RQ1: How can we effectively correlate specifications
with code?

• RQ2: How can we efficiently perform large-scale
code consistency checking tasks?

• RQ3: How can we bridge the semantic gap between
specifications and code?

4. Methodology

This section introduces the design of our analysis frame-
work, aiming at the consistency detection of protocol spec-
ification and protocol stack code implementation from the
perspective of incremental updates.
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Figure 1: Differential Analysis Framework

4.1. Overview

The analytical framework is illustrated in Figure 1,
designed to systematically verify the consistency between
TCP/IP protocol specifications and their corresponding code
implementations, thereby uncovering potential security vul-
nerabilities and deviations in implementation. Leveraging an
automated workflow that encompasses data preprocessing,
information extraction, and modeling, data synthesis, and
differential analysis, this approach efficiently extracts critical
protocol-related information from massive RFC documents
and extensive kernel codebases. By constructing knowledge
graphs and iterative update relationship graphs, we precisely
capture incremental changes across different versions of
protocol specifications, enabling accurate consistency verifi-
cation between the protocol standard and its implementation.

Specifically, the data preprocessing module standardizes
the format of raw protocol documents and code by cleans-
ing redundant information and partitioning the content into
manageable blocks with clearly marked contextual bound-
aries. The information extraction and modeling module then
employs pre-trained language models and knowledge graph
techniques to extract core entities—such as protocol states,
events, and actions—from both text and code, thereby es-
tablishing a mapping between the protocol specifications
and code implementations. Finally, the differential analysis
module utilizes the differential triplet dataset we synthe-
sised to conduct an in-depth comparison of the incremental
changes in protocol specifications across versions, ultimately
detecting deviations in the code implementation.

This method offers three primary advantages:
• Low Computational Overhead: By leveraging knowl-

edge graph-based correlation modeling and block seg-
mentation, we effectively narrows the analysis scope
and reduces redundant data processing, significantly
lowering the consumption of computational resources.

• High Scalability: The incremental update mechanism
and iterative mapping based on protocol functionality
enable our method to adapt to the continuous evolu-

tion of protocol specifications and dynamic changes
in large-scale codebases, making it suitable for multi-
version and multi-protocol scenarios.

• High Detection Accuracy: The intermediate represen-
tation based differential analysis strategy effectively
bridges the semantic gap between protocol specifi-
cations and code implementations, allowing for the
precise detection of incremental changes and inconsis-
tencies, thereby significantly enhancing the accuracy of
vulnerability detection.

4.2. Data Preprocessing

This phase encompasses RFC documents and kernel
codes, both undergoing tailored preprocessing steps to op-
timize analytical efficiency. The following outlines the key
strategies applied to each data source:

Document Parsing: RFC documents are an important
source of Internet protocol standards, often contain multi-
dimensional content such as tables of contents, footnotes,
authors, appendices, and other metadata. Although these
contents are of reference value to human readers, they are
irrelevant to the specification definition and may introduce
noises, thus affecting the accuracy of the model. Therefore,
this method first cleans the RFC document to remove the
above irrelevant parts and ensures that only the core con-
tent related to the protocol is retained. Then, the cleaned
document is segmented twice according to the text structure
such as chapter and paragraph to maintain the hierarchical
structure of the document. Notably, the ASCII art diagram
in the document is extracted separately to facilitate the
subsequent semantic analysis and information extraction.

Kernel Code Parsing: Kernel code is frequently ex-
tensive and intricate, encompassing numerous macro def-
initions, inline functions, and inter-file references. Direct
analysis can lead to difficulties in comprehension, poor
readability, and other challenges. Given the multitude of
cross-file references within kernel code, directly parsing
all header files and predefined content may complicate the
analysis process and increase the complexity of understand-
ing (for instance, the ”tcp.c” file in Linux include over 40
files directly). Consequently, we establish an appropriate
level of abstraction, concentrating on the upper-layer im-
plementation of network protocols while avoiding an in-
depth examination of lower-level common kernel details,
simplifying the analysis process and highlights key logic.
First, our framework extracts the network protocol module
code from the kernel code. Second, our framework analyzes
the syntax tree of this extracted code at an appropriate
level of abstraction to identify critical information such
as function definitions, parameters, bodies, and comments,
transforming code into a structured format.

4.3. Information extraction and modeling

In this phase, we utilize a knowledge graph to construct
the relationship between these elements, thereby enhancing
the efficiency of achieving the consistency verification goals
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set forth by this method. This section will give detailed
explanations in three subsections: cross-domain semantic
alignment, incremental specification graph construction, and
code semantic restoration.

4.3.1. Cross-Domain Semantic Alignment. Our method-
ology employs a knowledge graph-centric framework to
bridge the semantic gap between protocol specifications and
code implementations through structured semantic align-
ment. As shown in Figure 2, this process consists of
three phases: text and code chunking, knowledge graph con-
struction, and code chunks retrieval, enabling fine-grained
mapping from RFC text chunks to kernel code functions.

In real-world analysis scenarios, RFC documents and
kernel code often exhibit extensive length and intricate struc-
tures. Directly analyzing such large-scale documents and
codebases frequently leads to computational resource bot-
tlenecks and efficiency challenges. Therefore, the alignment
begins with decomposing protocol specifications and kernel
code into smaller chunks. Then we use pre-trained language
models to extract protocol-centric entities from both text
and code chunks, including protocol states, transition events,
and actions, organizing them into a hierarchical knowledge
graph within a shared semantic space.

To retrieve relevant code chunks, our framework use a
dual-path retrieval strategy, combining direct entity map-
pings with community-based clustering to identify all as-
sociated kernel code fragments.

4.3.2. Incremental Specification Graph Construction.
The evolution of protocol specifications is inherently it-
erative. With advancements in technology and evolving
security requirements, protocol specifications are continu-
ally updated—typically through revisions and deprecations
in RFC documents, which are indicated in the Standard
Track to guide developers in their code implementations.
However, system development and standard updates are not
always synchronized, therefore different versions of systems
may not timely adapt to the latest standards, leading to
inconsistencies between the code implementation and the
specification, potentially introducing security vulnerabilities.

To accurately capture the evolution of protocol func-
tionalities and ensure that code implementations reflect the
latest specification changes, the proposed method focuses on
modeling the incremental updates within the protocol speci-
fications by constructing an iterative update graph based on
protocol functionalities. This process is divided into two key
steps:

• First, each RFC document is subjected to functional
extraction. RFC documents typically exhibit a highly
structured hierarchical organization, divided into core
sections such as Protocol Overview, Protocol Function-
ality, Security Analysis, and Conclusion. A complete
protocol functionality is usually concentrated within
a specific section and includes critical components
such as state machine definitions, interaction rules, and
boundary conditions. In the data preprocessing stage,
the RFC documents are segmented according to their
section structure, and then a pre-trained language model
is employed to deeply parse each segmented section,
automatically extracting key concepts such as protocol
states, events, and interaction rules, thereby generating
standardized functional entries.

• Next, based on these extracted functional entries, we
construct an update-based relationship graph among
RFC documents. This graph is built by analyzing
version iteration information derived from the RFC
document metadata and revision notes, organizing re-
lated RFC documents in sequential order. As a result,
it clearly identifies which functionalities have been
updated or modified in the new versions and which
functionalities were already defined in earlier versions.
The comparison of functionalities across versions es-
tablishes a mapping that forms an iterative update chain
of protocol functions.

Finally, the above steps are integrated to construct a
unified incremental specification graph as shown in Figure
3, which represents protocol evolution at the granularity
of functional entries. This graph visually presents the in-
heritance, updates, and deprecation of protocol function-
alities across different RFC versions. By employing this
incremental update modeling strategy based on protocol
functionalities, we can efficiently handle large volumes of
RFC documents, reduce the computational complexity and
time overhead of full-scale comparisons while enhancing the
precision and efficiency of consistency detection.
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4.3.3. Code Semantic Restoration. Traditional fixed-
length segmentation methods often lead to semantic frag-
mentation. Although segmenting code by function is an
alternative, differences in function lengths result in long
functions naturally receiving higher weights, while short
functions may be undervalued, complicating global weight
normalization. To address these issues, we employ a hybrid
approach that combines block segmentation with function-
level mapping, thus preserving overall processing efficiency
while restoring function-level semantics via AST(abstract
syntax tree) parsing.

Initially, the preprocessed code is divided into fixed-
length chunks of 500 tokens, with an overlapping redun-
dancy of approximately 10% introduced between chunks
to preserve semantic continuity at the boundaries. Specif-
ically, the chunk boundary is determined by aligning the
chunk’s end with the end of the current function whenever
possible; if a complete function end cannot be achieved
in redundancy, the chunk is terminated at the nearest end-
of-statement. This approach minimizes the risk of severing
critical logic.

Subsequently, we use AST parsing to extract key ele-
ments, including function definitions, parameters, function
bodies, and annotations, establishing a mapping between
functions and their corresponding chunks. By recording
the start and end positions of each function, we can ac-
curately reconstruct functions that span multiple chunks.
Given that a single chunk may contain multiple functions
and a function might span several chunks, this process
ensures the establishment of a bidirectional and traceable
mapping between code chunks and functions as illustrated in
Figure 4. By reconstructing the logical structure of code, our
method overcomes the semantic fragmentation inherent in
fixed segmentation and ensures consistency in global weight
calculation.

4.4. Differential Analysis Model

Ensuring consistency between the protocol specification
and the code implementation is a critical but challenging
task. This is mainly due to the complexity and scale of the
protocol specification and code implementation. Traditional
full-coverage analysis methods are often faced with high
computational cost, low efficiency, and limited accuracy,
which makes it difficult to be applied in dealing with large-
scale RFC updates and code bases. To solve these problems,
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we introduce a differential analysis framework based on
incremental validation.

4.4.1. Incremental Verification Based on Specification
Updates. Traditional consistency verification methods typ-
ically rely on full-scale comparisons to detect discrepan-
cies between code implementations and protocol specifi-
cations. However, with the rapid development of Internet
technologies, the scale of RFC documents and protocol stack
codebases has increased dramatically, far exceeding the
processing capabilities of conventional methods. Conducting
a full-scale analysis on such massive datasets incurs high
computational costs and significantly reduces efficiency,
making it unsuitable for real-world engineering scenarios.
To address this challenge, we introduce an incremental
verification mechanism as shown in Figure 5, which focuses
on the update relationship between RFC documents and their
functionality, thereby pinpointing the key change areas for
targeted consistency checks.

Specifically, we first perform functional extraction on
each RFC document by employing pre-trained language
models to extract core elements of protocol functional-
ity—such as protocol states, events, and interaction rules,
and standardize them into functional entries. Next, we con-
struct an evolution graph of RFC documents with their
functionality to clearly delineate the changes between ver-
sions, including additions, modifications, and deletions of
functionalities. Based on this iterative update graph, the
method conducts consistency verification exclusively on the
updated segments rather than performing a full-scale com-
parison of the entire codebase. By mapping the updated
functional entries to their corresponding segments in the
code implementation, the system effectively narrows the de-
tection scope, reduces redundant comparisons, and thereby
significantly improves both the efficiency and accuracy of
the consistency analysis.

4.4.2. Consistency Verification Based on Intermediate
Representations. A major challenge in verifying consis-
tency between protocol specifications and code implementa-
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tions lies in the semantic gap: protocol specifications are typ-
ically expressed in highly abstract natural language, detail-
ing design principles, message formats, and state transition
rules, while code implementations capture concrete, low-
level logic and details. This disparity in abstraction levels
and semantic expression makes direct comparison difficult,
often leading to misdetections or omissions. To address this
challenge, it is essential to develop a method that bridges the
semantic gap between specifications and implementations,
enabling high-precision consistency verification.

Therefore, we introduce a consistency verification strat-
egy based on intermediate representations and construct a
differential triplet dataset that maps together the protocol
specification text, an intermediate representation, and the
corresponding source code. The ”intermediate representa-
tion” here is defined as a natural language-based code
description that directly guides the implementation of func-
tional code, thereby serving as a semantic alignment bridge
between the abstract specification and the concrete imple-
mentation. Specifically, the positive samples are derived
from Human Eval [22] by extracting function descriptions
to generate intermediate representations, while the negative
samples are constructed from CVE Dataset [41] by cap-
turing discrepancies between before-patch and after-patch
code along with the CVE summary. The workflow of data
synthesis is shown as Figure 6. We synthesize a total
of 330 entries of triplet data for the experiment, which
enables the model to learn the key correspondences between
specifications and implementations.

During differential analysis, the updated specification
and selected code are fed into the model separately, with
the intermediate representation serving as a semantic bridge
for alignment and comparison. Specifically, we calculates
semantic similarity and selects the top K most similar
examples from both positive and negative samples, sorting
them in ascending order of complexity, to serve as guiding
examples for the model to generate the corresponding inter-
mediate representations. This process automatically detects
inconsistencies between the specification and the implemen-
tation, putting forward a feasible solution to this challenge.

4.5. Method Advantages

By employing an incremental verification mechanism
along with differential analysis based on intermediate repre-
sentations, our method effectively reduces the computational
complexity while ensuring high detection precision, showing
advantages in terms of computational efficiency, scalability,
and detection accuracy.

4.5.1. Low Computational Overhead. Assume the total
scale of RFC documents is N with an average length of
LenRFC , and the codebase size is M . Traditional full-scale
comparison methods typically analyze the entire code for
each RFC, resulting in a worst-case computational complex-
ity of:

O(N · (LenRFC +M)) (1)

In real-world scenarios, where both N and M are large,
this approach incurs enormous computational overhead. In
contrast, our method focuses solely on the updated portions
of RFC documents and their corresponding regions in the
code. Let ∆LenRFC denote the incremental size of RFC
functional updates and ∆M the affected code size. The
incremental verification approach achieves a complexity of:

O(N · (∆LenRFC +∆M)) (2)

Since typically ∆LenRFC ≪ LenRFC and ∆M ≪ M ,
the overall computation is greatly reduced. Moreover, ana-
lyzing costs from a token perspective (commonly used as
a billing unit in large model API services) further demon-
strates the efficiency gains. In full-scale analysis, the total
token consumption is:

TokenNaı̈ve = N · (LenRFC +M) (3)

While in our method, the token consumption in reasoning
is:

TokenReasoning = N · (∆LenRFC +∆M) (4)

An additional one-time token cost is incurred during knowl-
edge graph construction:

TokenGraph = N · LenRFC +M (5)

Thus, the total token consumption of our method is:

TokenTotal = TokenReasoning + TokenGraph

= N · (∆LenRFC +∆M) +N · LenRFC +M
(6)

The difference in token consumption compared to full-scale
analysis is:

∆Token = TokenNaı̈ve − TokenTotal

= (N − 1) ·M −N · (∆LenRFC +∆M) (7)

When the total number of RFC documents is large, it can
be approximated as:

∆Token ≈ N · (M −∆LenRFC +∆M) (8)



In real-world scenarios, the size of incremental updates
(∆LenRFC and ∆M ) is only a small fraction of the code-
bases. Consequently, our method reduces the computational
complexity, resulting in significant savings in both time and
resources.

4.5.2. High Scalability. Our method effectively handles
massive RFC documents and large codebases by combining
block segmentation with knowledge graph-based correlation
modeling. For instance, as modern operating systems evolve,
the code volume increases dramatically—for example, the
total code lines in the /net/ipv4 directory in Linux grew from
84k in version 3.6 to 113K in version 6.9. While current
LLM-based code generation and detection techniques are
powerful, they are limited by context window sizes (typi-
cally 32K, 64K, or 128K tokens) and cannot process entire
codebases in a single session. By using segmentation and
focused analysis on the updated regions extracted from the
RFC documents, our method avoids redundant processing,
thereby substantially improving scalability and making it
applicable to multi-version and multi-protocol scenarios.

4.5.3. High Detection Accuracy. Traditional full-scale
analysis often struggles with the semantic gap between
the abstract protocol specifications and the concrete code
implementations, leading to misdetections. Therefore, our
method leverages an incremental update verification strategy
in conjunction with differential analysis based on inter-
mediate representations. By aligning incremental updates
with the corresponding code via a differential triplet dataset
which in turn guides the LLM to generate intermediate
representations that capture the differences between the
updated specification and its implementation, this approach
effectively bridges the semantic gap. Experimental results
indicate that this strategy significantly improves both pre-
cision and recall by ensuring that only the truly affected
regions are analyzed, thereby reducing false positives and
optimizing overall detection efficiency.

5. Implementations and Evaluations

5.1. Implementations

Our framework is implemented in Python and consists
of three core modules: data preprocessing, information ex-
traction, modeling, and differential analysis.

In the data preprocessing module, we use regular ex-
pressions to clean RFC documents by removing irrelevant
content, segmenting chapters, and extracting ASCII art dia-
grams. We rely on the open-source library pycparser and a
fake include mechanism for kernel code to generate an AST,
avoiding deep dependency on generic kernel functions.

In the information extraction and modeling module, we
draw on parts of GraphRAG, constructing a unified knowl-
edge graph to align preprocessed RFC with kernel code and
reconstruct functions from code chunks based on an AST-
derived approach. To extract protocol functionalities, we

leverage LLM(defaulting to DeepSeek) to analyze incremen-
tal updates between RFC versions, forming an Incremental
Specification Graph.

In the differential analysis module, we base on the
Incremental Specification Graph to verify whether new
functionalities are implemented. Each verification retrieves
the top-k most similar instances via BERT embeddings
and BM25 scoring from the synthesised differential triplet
dataset. These instances guide the LLM in generating an
intermediate representation, which is then used to verify
the consistency between the incremental functionality and
kernel code.

5.2. Experimental Setup

TCP plays a central role in the protocol stack, and its
functionality and security directly impact the stability and
reliability of network communications. Therefore, this study
selects the TCP protocol as the primary focus. Additionally,
due to the lack of publicly available datasets suitable for
large-scale consistency verification of protocol implemen-
tations and the high cost and subjectivity associated with
manual analysis, the research concentrates on an in-depth
examination of TCP. This enables a rigorous evaluation of
the proposed consistency detection method, providing robust
theoretical and practical support for ensuring network sys-
tem stability and security under limited research resources
and time constraints.

In the experimental setup, we filter 144 TCP-related RFC
documents and seven different versions of system kernel
code as test subjects, including:

• Linux: Versions 6.9, 3.6, and 2.6.39, where version
6.9 represents a recent release while versions 3.6 and
2.6.39 reflect long-maintained releases.

• BSD: FreeBSD 13.3, NetBSD 9.4, and OpenBSD 7.5,
which are among the more current releases in their
respective systems.

• Android: The 4.19-stable version, a long-term main-
tained stable release based on Linux 4.19.

These different versions of the kernel are not completely
consistent in their functional implementation and are widely
used in the real world, so examining these codes can help
to fully evaluate the effectiveness of our methods.

Additionally, due to the lack of publicly available
datasets suitable for large-scale consistency verification of
protocol implementations and the extremely high cost of
analysis of every specification implementation across all
code versions by human experts, we select eight representa-
tive RFC documents from four update chains as benchmarks,
including:

• RFC793 → RFC1948 → RFC6528: Focus on im-
provements in TCP initial sequence number (ISN) gen-
eration to prevent sequence number prediction attacks.

• RFC793 → RFC5961: Deals with TCP challenge ac-
knowledgment mechanisms aimed at defending against
TCP RST attacks, forged SYN attacks, and outdated
sequence number guessing.



• RFC793 → RFC2385 → RFC5925: Addresses TCP
authentication, transitioning from TCP MD5 signatures
to TCP Authentication Options (TCP-AO).

• RFC793 → RFC1323 → RFC7323: Pertains to TCP
performance extensions, such as window scaling and
timestamps, and includes security considerations like
PAWS and timestamp-related issues.

After conducting detailed analyses of the corresponding
protocol implementations in each code version, we identified
56 data points to serve as the ground truth for our evaluation.

5.3. Evaluation Metrics

To comprehensively evaluate the proposed method’s ef-
fectiveness, efficiency, and cost-effectiveness in detecting
inconsistencies between protocol specifications and code im-
plementations, we use a set of metrics. The evaluation met-
rics including Accuracy, Recall, Recall, F1 Score, Total
Token Consumption, Total Cost and Total Time. Noting
that runtime is provided as a reference due to potential
variability from external factors.

5.4. Experimental Results

5.4.1. Code Selection. In this experiment, we use DeepSeek
to construct knowledge graphs for each code version, which
integrates all TCP-related RFC documents, along with the
network-relevant portions of the kernel code. To reduce
computational costs, we employ a caching mechanism dur-
ing knowledge graph construction, analyzing the full RFC
structure and content only during the initial build, and
reusing the established data for subsequent graphs. For
example, the knowledge graph construction for Linux 6.9
incurred a total cost of ¥22.28 ($3.05), and the total cost for
building graphs across all seven versions was only ¥64.18
($8.78), demonstrating the effectiveness of the caching strat-
egy. Moreover, by adopting an incremental update approach,
the system only needs to analyze the changed portions when
either the code or the specification documents are updated,
eliminating the need to rebuild the entire knowledge graph
and thus enhancing scalability and computational efficiency
in large-scale, multi-version environments.

For code extraction, a simple and naive method typi-
cally relies on simple keyword matching in file or function
names, which only allows for a preliminary filtering of TCP-
related code without precisely pinpointing code fragments
directly associated with specific RFC sections. In contrast,
our approach leverages a pre-constructed knowledge graph
to automatically extract code segments closely related to
protocol functionalities, thereby reducing irrelevant noise
and providing higher-quality data for subsequent consistency
analysis. Table 1 summarizes the key performance metrics
of the code extraction process across different system ver-
sions, including the number of functions, code lines, and
extraction rates.

Although extraction performance varies due to differ-
ences in code structure, modularity, and inherent system ar-
chitecture, comparisons among versions reveal that in newer

Linux kernels, as code size expands, the implementation
of protocol functionalities becomes more comprehensive,
leading to a marked increase in both the number and rate
of extracted relevant code segments.

5.4.2. Consistency Verification. To comprehensively eval-
uate the effectiveness of the proposed method, we employ
the GPT-4o model on the previously constructed evaluation
dataset. As one of the state-of-the-art(SOTA) large language
models, GPT-4o balances detection accuracy with resource
consumption, and we use GPT-4o as the baseline model in
this experiment. The evaluation covers eight RFCs and seven
different versions of kernel code.

The results are shown in Table 2. In The experimental
results show that for fundamental standards such as RFC
793, RFC 1948, and RFC 1323, all systems conform to
the specifications; However, for more recent or complex
standards like RFC 5925, RFC 6528, RFC 5961 and RFC
7323, inconsistency appears among systems, even among
different Linux versions. These findings align with the chal-
lenges the proposed method aims to address, highlighting
the necessity and importance of the approach. For instance,
among Linux versions, Linux 6.9 demonstrates comprehen-
sive support for all eight RFC standards (with partial support
for RFC 6528), while older versions such as Linux 3.6 and
Linux 2.6.39 exhibit notable gaps with several standards,
including RFC 6528, RFC 7323, and RFC 5961 (in Linux
2.6.39). Moreover, in BSD series, FreeBSD 13.3 achieves
the highest compliance among BSD variants, while NetBSD
9.4 and OpenBSD 7.5 exhibit incomplete support for certain
standards.

5.4.3. Summary of Vulnerabilities. As a result, we identify
15 inconsistencies among these systems, including ISN gen-
eration, TCP challenge acknowledgment, TCP authentica-
tion, and TCP performance extensions. Table 3 summarizes
these findings by listing each inconsistency, the affected
system version, and a brief description of the issue.

5.4.4. Result Analysis.
• Effectiveness of Code Selection. RFC 1948 and RFC

6528 incorporate a randomization mechanism for TCP
Initial Sequence Numbers (ISN), with RFC 6528 serv-
ing as an enhancement over RFC 1948. Taking Linux
3.6 as an example, tcp_v4_init_sequence plays
a pivotal role in implementing the randomization mech-
anism. We monitor and analyze its weight throughout
the extraction process. The experimental results reveal
that:
– Under RFC 1948, tcp_v4_init_sequence

ranked 6th;
– Under RFC 6528, it ascended to the top rank.
Furthermore, differential analysis based on iterative
updates further corroborates the effectiveness of the
proposed method:
– In the update from RFC 793 to RFC 1948,
tcp_v4_init_sequence ranked 3rd,



TABLE 1: Code Extraction Experimental Results Based on Knowledge Graph Modeling

Metric Code Version

Linux
6.9

Linux
3.6

Linux
2.6.39

Android
4.19

FreeBSD
13.3

NetBSD
9.4

OpenBSD
7.5

TF 1250 756 715 1076 619 363 134
TL 37327 18917 18231 25787 27793 15883 8484
SF 69.8 36.6 9.5 38.2 30.8 24.2 11.7
SL 5628.7 1699.5 655.2 1590.3 3628.8 2769.1 2317.7

FER (%) 5.6 5.1 1.3 3.6 5.0 6.7 8.7
LER (%) 15.1 9.3 3.5 6.2 13.1 17.4 27.3

TF: Total Functions by keyword matching; SF: Average Selected Functions (per RFC); FER: Function Extraction Rate (SF/TF);
TL: Total Lines by keyword matching; SL: Average Selected Lines (per RFC); LER: Length Extraction Rate (SL/TL)

TABLE 2: Consistency Verification Experiment Results Based on GPT-4o

RFC Code Versions

Linux
6.9

Linux
3.6

Linux
2.6.39

Android
4.19

FreeBSD
13.3

NetBSD
9.4

OpenBSD
7.5

RFC 793 True True True True True True True
RFC 1948 True True True True True True True
RFC 6528 True False False True True False False
RFC 5961 True True False True True False True
RFC 2385 True True True True True True False
RFC 5925 True False False False False False False
RFC 1323 True True True True True True True
RFC 7323 True False False False True False True

“True” indicates that the model determined that the corresponding kernel code implements the respective RFC standard, whereas “False”
indicates non-compliance. Portions marked in bold italics highlight discrepancies between the system’s judgment and the established ground
truth (i.e., False means the check result of our model is false, but the ground truth is true).

following tcp_send_delayed_ack and
tcp_md5_hash_key;

– In the update from RFC 1948 to RFC 6528, it
ascended to the top rank.

It shows that our framework can not only identify key
functions corresponding to current protocol standards,
but also accurately reflect the impact of evolving stan-
dards on code structure through incremental update
analysis.

• Effectiveness of Differential Analysis. RFC 2385 ex-
tends the basic structure of TCP by introducing the TCP
MD5 signature for enhanced security, and RFC 5925
further evolves the mechanism into TCP-AO to provide
stronger security assurances. Taking Linux 6.9 as an
example, In our experiments, the proposed framework
successfully achieved consistency assessments in the
differential analysis tasks from RFC 793 to RFC 2385
and from RFC 2385 to RFC 5925, accurately capturing
and verifying the evolution of functional implementa-
tion in the code. However, when RFC 5925 was tested
independently, the model returned an “Unknown” result
in 4 out of 5 trials, indicating difficulties in directly
determining whether the specification had been imple-
mented in Linux 6.9. This result is primarily attributed
to two factors:
– Excessive verification scope: The modifications in

TCP authentication introduced by RFC 5925 are
complex, and direct detection requires covering a

wide range of code, making it challenging for the
model to precisely locate the corresponding imple-
mentations;

– Deficient semantic bridging: The considerable se-
mantic gap between the specification and the code
implementation hinders accurate matching in direct
detection.

• Error Analysis. To understand the limitations of our
framework, we conducted a post-hoc analysis of the
discrepancies between our model’s predictions and the
ground truth.
– False Positives: Manual inspection confirms that

TCP-MD5 is indeed implemented, but the framework
failed to detect it due to the compact and context-
specific nature of the code, which led to low retrieval
relevance. This highlights that while the framework
effectively identifies prominent and semantically rich
protocol logic, its ability to capture critical infor-
mation from small, localized code segments remains
limited.

– False Negatives: Taking the evaluation of RFC
6528 in Android 4.19 as a false negative
example. The code contained functions with
names strongly related to ISN generation (e.g.,
tcp_v4_init_sequence), leading the model to
a false positive. However, a detailed review of the
code logic confirmed the absence of the specific
secret key update mechanism mandated by RFC



TABLE 3: Summary of Identified Inconsistencies

System RFC Number Description Resulted Vulnerability

Linux 3.6

RFC 6528 Missing secret key update mechanism in ISN generation. TCP sequence number prediction.

RFC 5925 Missing the support of TCP Authentication Option (TCP-AO). Replay attack risks.

RFC 7323

Non-RST segment timestamps are not enforced (only check
sysctl_tcp_timestamps) and tcp_v4_reqsk_send_ack
directly uses req->rcv_wnd without right-shift, ignoring the window
scaling factor; Random per-connection timestamp offsets are not
implemented, with timestamp handling relying on tcp_time_stamp.

TCP sequence number prediction.
Data injection.

Linux 2.6.39

RFC 6528 Missing secret key update mechanism in ISN generation. TCP sequence number prediction.

RFC 5961

Missing Challenge ACK mechanism for invalid RST/SYN segments; SYN
segments in synchronized states trigger RST instead of a challenge ACK;
Missing RST/SYN sequence exact sequence number matching validation;
Missing ACK throttling mechanism.

RST spoofing attack.
Blind in-window attack.
ACK injection attack.

RFC 5925 Missing the support of TCP Authentication Option (TCP-AO). Replay attack risks.

RFC 7323

Non-RST segment timestamps are not enforced (only check
sysctl_tcp_timestamps) and tcp_v4_reqsk_send_ack
directly uses req->rcv_wnd without right-shift; Random per-connection
timestamp offsets are not implemented, relying on tcp_time_stamp.

TCP sequence number prediction.
Data injection.

Android 4.19 RFC 5925 Missing the support of TCP Authentication Option (TCP-AO). Replay attack risks.

FreeBSD 13.3 RFC 5925 Missing the support of TCP Authentication Option (TCP-AO). Replay attack risks.

NetBSD 9.4

RFC 6528 Missing secret key update mechanism in ISN generation. TCP sequence number prediction.

RFC 5961

Strict sequence checks are enforced (dropping segments when
th->th_seq != tp->rcv_nxt) and strict_order_rst is
employed to block invalid RSTs, yielding stricter RST/SYN validation but
the challenge ACK window is not implemented.

RST spoofing attack.
Blind in-window attack.
ACK injection attack.

RFC 5925 Missing the support of TCP Authentication Option (TCP-AO). Replay attack risks.

RFC 7323

Window retraction handling is not implemented; Privacy enhancements of
per-connection timestamp offsets are not applied as raw timestamps are used
instead; TSopt is not added to RST segments when the triggering segment
included it in tcp_output or tcp_drop; No explicit adjustments to
snd_wnd or rcv_wnd are made during retraction.

TCP sequence number prediction.
Data injection.

OpenBSD 7.5
RFC 6528 Missing secret key update mechanism in ISN generation. TCP sequence number prediction.

RFC 5925 Missing the support of TCP Authentication Option (TCP-AO). Replay attack risks.

6528. The framework captured the ”what” (ISN gen-
eration) but missed the critical ”how” (the required
periodic re-keying). This indicates that while our
framework performs well in establishing initial se-
mantic mappings, its reasoning over complex, multi-
step algorithmic requirements can be constrained
without explicit guidance, sometimes being misled
by superficial cues and overlooking deeper algorith-
mic inconsistencies.

5.5. Comparative Experiments

5.5.1. Method Comparison. To further evaluate the effec-
tiveness of our approach, we design a comparative experi-
ment of different methods, including:

• LLM: Directly querying the LLM to determine
whether a specific RFC standard is implemented, re-
lying solely on the model’s internal knowledge.

• Naı̈ve LLM: Providing both the RFC document and
the full source code to the LLM, allowing it to analyze
and determine compliance.

• LLM+CS: Utilizing code selection (CS) to extract
relevant code segments for comparison with RFC re-
quirements.

• LLM+DA: Employing differential analysis (DA) by
comparing incremental updates in RFCs with code
implementations.

• Ours: Combining both code selection and differential
analysis.

The results for each method is shown in Table 4.



TABLE 4: Comparison of Consistency Detection Methods

Metrics LLM Naı̈ve LLM LLM+CS LLM+DA Ours

Accuracy 64.3% 48.2% 55.4% 64.3% 71.4%
Recall 44.4% 94.4% 88.9% 100% 94.4%
Precision 47.0% 37.8% 41.0% 47.4% 53.2%
F1 Score 0.455 0.540 0.561 0.643 0.680
Total Token / 28.8 M 16.3 M 32.1 M 19.3 M
Total Cost / $4.41 $2.53 $5.03 $3.06
Total Time / 3h 22m 2h 13m 4h 15m 3h 39m

The LLM-only method, which relies solely on the
model’s internal knowledge, demonstrates limited effective-
ness. This is primarily due to the model’s inability to fully
recall details of different system versions, leading to guess-
work and misjudgments in many cases. The Naı̈ve LLM
approach, which directly feeds the entire source code into
the model, achieves a high recall rate (94.4%). However,
since excessive irrelevant information is introduced, the
method suffers from a significantly low precision (37.8%),
resulting in a suboptimal F1 score.

In contrast, the LLM+CS method effectively removes
unrelated code and improves accuracy to 55.4%, with an
F1-score of 0.561, demonstrating the benefits of filtering
techniques in consistency verification. On the other hand,
the LLM+DA method further enhances recall to 100%
while also improving accuracy to 64.3%, yielding an F1-
score of 0.643. This suggests that differential analysis can
complement direct matching approaches and enhance the
comprehensiveness of detection.

Ultimately, our framework integrates code selection and
differential analysis, achieving the best overall performance.
It improves accuracy to 71.4% (an absolute improvement of
23.2% over the vanilla LLM baseline of 48.2%) and attains
an F1-score of 0.680 (an absolute gain of 0.140 over the
baseline F1 of 0.540)

In terms of computational overhead, the Naı̈ve LLM
method incurs a high token consumption of 28.8M. The
LLM+CS method is the most efficient in terms of re-
source consumption, reducing token usage to 16.3M, but its
lower recall rate limits overall effectiveness. The LLM+DA
method, while achieving the highest recall, further increases
token consumption to 32.1M due to additional differential
comparisons, leading to the highest computational cost. In
contrast, our method balances accuracy and computational
efficiency, reaching the relatively best results with token
consumption of only 19.3M and reducing overall compu-
tational cost and time cost.

5.5.2. LLM Comparison. To assess the impact of different
LLMs on consistency analysis results, we conduct a com-
parative experiment evaluating multiple models. This ex-
periment compares five models: GPT-4o, GPT-4o-mini, o3-
mini [42], DeepSeek-V3, and DeepSeek-R1 [43], analyzing
their influence on the differential analysis. The results for
each LLM are shown in Table 5.

This experiment evaluates the performance of various

TABLE 5: Comparison of Different LLMs for Consistency
Verification

Metrics GPT-4o GPT-4o-mini o3-mini DeepSeek-V3 DeepSeek-R1

Accuracy 91.1% 71.4% 82.1% 87.5% 94.6%
Recall 83.3% 94.4% 94.4% 94.4% 94.4%
Precision 88.2% 53.2% 65.4% 73.9% 89.5%
F1 Score 0.857 0.680 0.773 0.829 0.919
Total Token 19.2 M 19.3 M 19.9 M 11.4 M 12.1 M
Total Cost $49.6 $3.06 $22.5 $2.07 $4.28
Total Time 5h 56m 3h 39m 4h 2m 8h 32m 10h 30m

LLMs, focusing on detection accuracy and computational
cost. The results show a clear trade-off between model per-
formance and efficiency. Generally, within the same model
series, smaller models tend to be more cost-efficient, while
larger models deliver higher accuracy.

Based on the experimental results, we conduct a com-
parative analysis of the models from the following four
dimensions:

1) Comparison of SOTA Models
GPT-4o, DeepSeek-V3, and DeepSeek-R1 are all
SOTA LLMs, but they differ in architecture and in-
ference methods. Among them, DeepSeek-R1 achieves
the best performance in the detection task, with an
accuracy of 94.6% and an F1 score of 0.919, surpassing
GPT-4o and DeepSeek-V3. This result suggests that
inference-optimized models can achieve higher con-
sistency detection accuracy. While DeepSeek-V3 has
slightly lower accuracy and F1 score, its computational
cost is the lowest ($2.07), making it a competitive
choice in low-cost environments.

2) Comparison of Same-Series Models
Both GPT-4o and GPT-4o-mini belong to the same
series, but GPT-4o significantly outperforms GPT-4o-
mini, with an accuracy advantage of 19.7% and an
F1 score increase of 0.177. This result indicates that
reducing model size has a substantial impact on con-
sistency detection accuracy. However, GPT-4o-mini’s
computational cost is only 6.2% of GPT-4o ($3.06
vs. $49.6), making it a viable option for resource-
constrained scenarios.

3) Comparison of Small Models
Both GPT-4o-mini and o3-mini are categorized as
small models, but o3-mini significantly outperforms
GPT-4o-mini, with 10.7% higher accuracy and 12.2%
improvement in precision. This experiment suggests
that even among small models, reasoning model can
notably enhance verification performance. A similar
trend is observed when comparing DeepSeek-V3 and
DeepSeek-R1.

4) Comparison of Reasoning Models
Both o3-mini and DeepSeek-R1 are reasoning mod-
els, but as a larger-scale reasoning model, DeepSeek-
R1 demonstrates significantly superior performance,
achieving 12.5% higher accuracy, 24.1% higher pre-
cision and 0.146 higher F1 score. This indicates that
larger reasoning models can enhance verification per-
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formance.
In summary, the experimental results demonstrate that

DeepSeek-R1 emerges as the best performer, followed by
GPT-4o and DeepSeek-V3, while smaller models like GPT-
4o-mini and o3-mini offer cost-effective alternatives with
reasonable accuracy. These findings guide model selection,
allowing users to optimize accuracy, computational cost, and
inference speed based on specific application needs.

5.6. Empirical Study

In this experiment, we compare the ISN–generation
algorithms of two recent kernel releases, Linux 6.9 and
FreeBSD 13.3. According to RFC 6528, it should be

ISN =M + F (localIP, localPort,
remoteIP, remotePort, secretKey)

(9)

where M is a monotonically increasing counter and F gen-
erates a hash value by the secret key and socket information.
Both kernels implement this core requirement. However,
as RFC 6528 notes, the security of F is limited by the
entropy of the secret key itself: an adversary who observes
sufficiently many ISNs can mount a brute–force search
against a fixed key. Consequently, the RFC recommends
periodic or conditional re-seeding of the secret key to narrow
its exposure window.

As shown in Figure 7, our study shows that Linux
6.9 invokes net_get_random_once only once at sys-
tem startup (within net_secret_init), and thereafter
leaves the secret key unchanged for the kernel’s lifetime. By
contrast, FreeBSD 13.3 embeds a “check if reseed needed”
step in tcp_new_isn, whenever the cumulative number
of ISNs or elapsed time exceeds a configurable threshold,
the kernel fetches fresh entropy from a secure source to
regenerate its secret key before each subsequent SipHash
computation.

These findings demonstrate that—even in their latest
versions—widely deployed kernels may still diverge from

RFC standards. Such inconsistencies are not merely theoret-
ical concerns but can introduce exploitable vulnerabilities in
real-world systems. When the secret key used in ISN gen-
eration remains static over long system uptimes, adversaries
may conduct brute-force or inference attacks by observing
ISNs over time, as outlined in RFC 6528. Historically, a
series of attacks have been enabled by such implementation
inconsistencies. Cao et al. [44] demonstrated that the lack
of consistency between the requirements of RFC 5961 for
Challenge ACKs and the implementation in Linux resulted
in severe TCP hijacking attacks. Feng et al. [45] found that
related inconsistencies on mixed IPID assignment in IP/TCP
stack implementations enabled novel off-path TCP exploits.
Yang et al. [46] and Feng et al. [47] exploited inconsistencies
in the sequence number validation methods for TCP RST
packets between intermediate routers and end hosts, which
enabled local TCP hijacking or remote TCP DoS attacks in
NAT-enabled networks. These combined findings underscore
that the lack of systematic consistency checks between
protocol specifications and their implementations can leave
systems vulnerable to subtle yet practical attacks.

However, most previous discoveries of such inconsisten-
cies have relied heavily on expert domain knowledge and
manual analysis, which is time-consuming, difficult to scale
across multiple versions and platforms, and prone to omis-
sions. To address this, our work significantly enhances the
automation and scalability of detecting such inconsistencies.
By leveraging large language models (LLMs), knowledge
graph–driven protocol mapping, and incremental differential
analysis, our framework enables precise and efficient detec-
tion of RFC–implementation mismatches across multiple OS
versions and protocol layers. This approach not only reduces
the reliance on manual auditing but also allows for proactive
identification of latent vulnerabilities, thereby improving the
security assurance of TCP/IP stacks in practice.
Ethical Considerations. Our framework performs static
analysis solely on open-source kernel code within isolated
local environments, without capturing real network traffic
or user data. It is intended strictly for academic research
and teaching and may only be executed with explicit ad-
ministrative permission in controlled settings. To prevent
misuse, all analysis is logged and restricted to authorized
environments. Any vulnerabilities discovered will follow a
responsible-disclosure process: issues are reported privately
to the relevant maintainers, and exploit details are withheld
until patches are released. Users are expected to comply
with applicable laws and institutional policies when using
this tool.

6. Conclusion

6.1. Summary of Contributions

The rapid evolution of protocol specifications poses sig-
nificant challenges for maintaining code consistency, exac-
erbated by unstructured documentation and complex imple-
mentations. Traditional verification methods which rely on



expert knowledge and exhaustive full-scale analysis, turned
out to be inefficient and unscalable in dynamic, large-scale
network environments.

To address these challenges, we propose a novel consis-
tency verification method of protocol specification, which
integrates text parsing, knowledge graphs, and differential
analysis. This approach establishes a comprehensive frame-
work for parsing protocol specifications and analyzing their
consistency with code implementations. These contributions
enable practical, accurate, and scalable protocol consistency
verification for real-world systems.

• Addressing RQ1 (Specification-Code Correlation): By
constructing a knowledge graph that aligns protocol
states, events, and boundary conditions with code func-
tions, we establish bidirectional mappings between
RFC text chunks and code segments.

• Addressing RQ2 (Efficiency at Scalability): By focus-
ing on RFC update chains and their impacted code re-
gions, the incremental verification mechanism reduces
computational overhead and makes it suitable for large-
scale verification.

• Addressing RQ3 (Semantic Gap Bridging): By con-
structing a structured triplet dataset and leveraging
it to guide LLMs in generating protocol-aware inter-
mediate representations, our framework serves as a
unified abstraction layer that significantly bridges the
specification-code semantic gap and enhances verifica-
tion accuracy.

6.2. Limitations and Future Work

Although the proposed framework has made progress in
verifying the consistency between protocol implementations
and their specifications, several areas still require improve-
ment in real-world applications. Future work will focus on
the following aspects:

1) Multi-Protocol Adaptability
The current framework primarily analyzes a single pro-
tocol within the TCP/IP stack. In real-world scenarios,
interactions among different protocols are far more
complex and may hide additional vulnerabilities. Future
work will develop a pluggable protocol adaptation layer
to quickly integrate new protocol specifications and
explore cross-layer semantic correlation methods to
capture security risks in inter-protocol interactions.

2) Optimization of the Differential Analysis Model
The current differential analysis approach mainly relies
on LLMs and knowledge graphs, which may not fully
meet the requirements for large-scale consistency ver-
ification. Future research will seek to integrate static
analysis, dynamic analysis, and symbolic execution
techniques to refine the identification of various incon-
sistencies (such as missing functionality and erroneous
implementations), and to optimize log analysis modules
for more precise detection, thereby enhancing overall
accuracy and efficiency.

3) Enhancement of Automatic Repair Capabilities

The present system focuses on detecting discrepancies
between protocol implementations and specifications
without providing automated repair functions. Future
work will explore program synthesis and automated
code completion techniques to generate RFC-compliant
code suggestions, and design an automated validation
pipeline—integrating fuzz testing and model check-
ing—to ensure the safety and effectiveness of generated
patches, ultimately reducing maintenance costs and
enhancing system security.
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[5] J. Yen, T. Lévai, Q. Ye, X. Ren, R. Govindan, and B. Raghavan,
“Semi-automated protocol disambiguation and code generation,” in
Proceedings of the 2021 ACM SIGCOMM 2021 Conference, 2021,
pp. 272–286.

[6] M. L. Pacheco, M. von Hippel, B. Weintraub, D. Goldwasser, and
C. Nita-Rotaru, “Automated attack synthesis by extracting finite state
machines from protocol specification documents,” in 2022 IEEE
Symposium on Security and Privacy (SP). IEEE, 2022, pp. 51–68.

[7] P. Sharma and V. Yegneswaran, “Prosper: Extracting protocol spec-
ifications using large language models,” in Proceedings of the 22nd
ACM Workshop on Hot Topics in Networks, 2023, pp. 41–47.

[8] R. Meng, M. Mirchev, M. Böhme, and A. Roychoudhury, “Large
language model guided protocol fuzzing,” in Proceedings of the 31st
Annual Network and Distributed System Security Symposium (NDSS),
vol. 2024, 2024.

[9] C. S. Xia, M. Paltenghi, J. Le Tian, M. Pradel, and L. Zhang,
“Fuzz4all: Universal fuzzing with large language models,” in Pro-
ceedings of the IEEE/ACM 46th International Conference on Software
Engineering, 2024, pp. 1–13.

[10] Y. Chen, L. Xing, Y. Qin, X. Liao, X. Wang, K. Chen, and W. Zou,
“Devils in the guidance: predicting logic vulnerabilities in payment
syndication services through automated documentation analysis,” in
28th USENIX Security Symposium (USENIX Security 19), 2019, pp.
747–764.

[11] Y. Chen, D. Tang, Y. Yao, M. Zha, X. Wang, X. Liu, H. Tang, and
D. Zhao, “Seeing the forest for the trees: Understanding security
hazards in the {3GPP} ecosystem through intelligent analysis on
change requests,” in 31st USENIX Security Symposium (USENIX
Security 22), 2022, pp. 17–34.

[12] J. Chen, F. Li, Q. Chen, P. Li, L. Xu, and W. Huo,
“Ebugdec: Detecting inconsistency bugs caused by rfc evolution in
protocol implementations,” in Proceedings of the 26th International
Symposium on Research in Attacks, Intrusions and Defenses, ser.
RAID ’23. New York, NY, USA: Association for Computing
Machinery, 2023, p. 412–425. [Online]. Available: https://doi.org/10.
1145/3607199.3607222

[13] A. Hurst, A. Lerer, A. P. Goucher, A. Perelman, A. Ramesh, A. Clark,
A. Ostrow, A. Welihinda, A. Hayes, A. Radford et al., “Gpt-4o system
card,” arXiv preprint arXiv:2410.21276, 2024.

[14] A. Liu, B. Feng, B. Xue, B. Wang, B. Wu, C. Lu, C. Zhao, C. Deng,
C. Zhang, C. Ruan et al., “Deepseek-v3 technical report,” arXiv
preprint arXiv:2412.19437, 2024.

http://clang-analyzer.llvm.org/
http://clang-analyzer.llvm.org/
http://lcamtuf.coredump.cx/afl/
https://doi.org/10.1145/3607199.3607222
https://doi.org/10.1145/3607199.3607222


[15] “Transmission Control Protocol,” RFC 793, Internet Engineering
Task Force, Tech. Rep. 793, Sep. 1981. [Online]. Available:
https://www.rfc-editor.org/info/rfc793

[16] R. R. Stewart, M. Dalal, and A. Ramaiah, “Improving TCP’s
Robustness to Blind In-Window Attacks,” RFC 5961, Internet
Engineering Task Force, Tech. Rep. 5961, Aug. 2010. [Online].
Available: https://www.rfc-editor.org/info/rfc5961

[17] A. M. TURING, “I.—computing machinery and intelligence,” Mind,
vol. LIX, no. 236, pp. 433–460, 10 1950. [Online]. Available:
https://doi.org/10.1093/mind/LIX.236.433

[18] Y. LeCun, Y. Bengio, and G. Hinton, “Deep learning,” nature, vol.
521, no. 7553, pp. 436–444, 2015.

[19] A. Vaswani, N. Shazeer, N. Parmar, J. Uszkoreit, L. Jones, A. N.
Gomez, Ł. Kaiser, and I. Polosukhin, “Attention is all you need,”
Advances in neural information processing systems, vol. 30, 2017.

[20] J. Devlin, M.-W. Chang, K. Lee, and K. Toutanova, “Bert: Pre-
training of deep bidirectional transformers for language understand-
ing,” in Proceedings of the 2019 conference of the North Ameri-
can chapter of the association for computational linguistics: human
language technologies, volume 1 (long and short papers), 2019, pp.
4171–4186.

[21] A. Kanade, P. Maniatis, G. Balakrishnan, and K. Shi, “Pre-trained
contextual embedding of source code,” 2019.

[22] M. Chen, J. Tworek, H. Jun, Q. Yuan, H. P. D. O. Pinto, J. Ka-
plan, H. Edwards, Y. Burda, N. Joseph, G. Brockman et al.,
“Evaluating large language models trained on code,” arXiv preprint
arXiv:2107.03374, 2021.

[23] Y. Li, D. Choi, J. Chung, N. Kushman, J. Schrittwieser, R. Leblond,
T. Eccles, J. Keeling, F. Gimeno, A. Dal Lago et al., “Competition-
level code generation with alphacode,” Science, vol. 378, no. 6624,
pp. 1092–1097, 2022.

[24] Q. Zheng, X. Xia, X. Zou, Y. Dong, S. Wang, Y. Xue, L. Shen,
Z. Wang, A. Wang, Y. Li et al., “Codegeex: A pre-trained model for
code generation with multilingual benchmarking on humaneval-x,”
in Proceedings of the 29th ACM SIGKDD Conference on Knowledge
Discovery and Data Mining, 2023, pp. 5673–5684.
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